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Resum (CAT)

Aquest article dona una visié general de les corbes el-liptiques supersingulars i dels
seus grafs d'isogenies. Els grafs d'isogénies han guanyat atencié durant els darrers
quinze anys gracies a les seves aplicacions per construir protocols criptografics
resistents a atacs quantics. El seu estudi involucra parlar de corbes el-liptiques,
d'algebres de quaternions i de passeigs aleatoris sobre grafs (quasi) regulars. En
aquest text, donem les eines necessaries per establir la propietat de Ramanujan,
que connecta corbes supersingulars en caracteristica p amb formes modulars de
nivell p. A mode d’aplicacid, expliquem la funcié de hash de Charles, Lauter i Goren.

Abstract (ENG)

We survey several aspects of supersingular elliptic curves and their isogeny graphs.
Isogeny graphs have obtained attention for the last fifteen years due to their uses
in quantum-resistant cryptographic protocols. Studying them involves looking at
elliptic curves, quaternion algebras, and random walks on (almost) regular graphs,
among other topics. In particular, we give the tools necessary to state the Ramanu-
jan property, connecting supersingular curves in characteristic p with modular forms
of level p. We also explain the hash function of Charles, Lauter and Goren as an

example of application.
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Random walks on supersingular isogeny graphs

1. Introduction

The main goal of this article is to give an overview of the following result.

Theorem 1.1. All isogeny graphs of supersingular elliptic curves are Ramanujan.

Supersingular elliptic curves have received an increasing amount of attention due to their applications
in postquantum cryptography. While classical elliptic curve cryptography relied on the group structure
of elliptic curves over finite fields, isogeny-based cryptography uses morphisms between curves to work
with large, random-looking graphs. The Ramanujan property is often cited when introducing supersingular
cryptographic protocols, although it is usually not fully explained. This article is an attempt to present the
main ingredients that go into this property.

The structure of isogeny graphs has been studied at large by Hecke, Eichler, Pizer, Mestre and Kohel,
among others (see e.g. [11, 12, 8, 9]). Here we concentrate on the supersingular case, which in turn requires
looking at quaternion algebras and modular forms. The combinatorial properties of Ramanujan graphs are
stated more naturally in terms of random walks on Markov chains, so we also use that language.

To illustrate the extent to which the Ramanujan property applies to cryptography, we give the con-
struction of the hash function of Charles, Lauter and Goren [2]. The CLG hash function can be applied to
any graph that is a good expander, that is, such that any random walk reaches any vertex with uniform
distribution fairly quickly. Ramanujan graphs such as supersingular isogeny graphs are optimal expanders.

The text is organised as follows. We first review the necessary facts about elliptic curves, a complete
treatment is found in [13, Chs. Il, Il and V]. We then define isogeny graphs and their random walks.
Afterwards we give background on modular forms and Hecke operators — the reader is invited to consult [3]
and [4, Chs. 1 and 5] for further details. We then sketch the proof of the Ramanujan property. The final
section is dedicated to the CLG hash function.

2. Elliptic curves

Definition 2.1. Let K be a field. An elliptic curve E/i is a genus one smooth projective curve defined
over K together with a K-rational point, denoted by co € E(K).

By the Riemann—Roch theorem [13, Th. 11.5.4, Prop. 111.3.1], any elliptic curve E/k has an affine
Weierstrass equation
E:y?+aixy + azy = x> + aox® + agx + ag.

The corresponding K-rational point appears as the unique point at infinity co = [0 : 1 : 0]. If char K is
different from 2 and 3, a change of variables puts E in short Weierstrass form,

E:y>=x3+Ax+B

with A, B € K. The smoothness condition amounts to the discriminant Ag = 4A3 + 2782 being different
from zero. Given a field L containing K, one can define an abelian group structure on E(L), given by
algebraic morphisms and such that oo is the identity. This makes E a one-dimensional instance of an
abelian variety.
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An important quantity associated to E is its j-invariant,

4A3
i(E) =1728—F———.
J(E) 473 + 27B?
Two elliptic curves are isomorphic over K (as algebraic varieties and as groups) if and only if their j-invariants
are equal. Sometimes special care has to be taken, since the isomorphism could be defined over a (finite)
extension of the base field.

Definition 2.2. A non-constant morphism of curves ¢: E; — E> mapping cog, to 0o, is called an isogeny.
The degree of ¢, deg ¢, is defined to be the degree of the extension of fields K(E;)/¢*K(Ez). The isogeny ¢
is called separable or (purely) inseparable according to the nature of this extension.

The theory of curves implies that any isogeny ¢: E; — E5 has to be surjective. Moreover, being a map

of abelian varieties, ¢ induces a group homomorphism E;(K) — E»(K). Since the dimensions of E; and E
are equal, the kernel of ¢ is a finite group. One has

deg ¢ = # ker ¢
if and only if ¢ is a separable isogeny. Conversely, we have the following result.

Theorem 2.3 ([13, Thm. I11.4.12]). Let E be an elliptic curve over K, and let G be a finite subgroup of E.
Then, there exist an elliptic curve E' and a separable isogeny ¢: E — E’, both unique up to isomorphism,
such that ker ¢ = G. Moreover, ¢ is defined over the smallest extension L of K such that G° C G for
every o € Gal(K/L).

This theorem is made effective by the formulas of Vélu [14] which compute ¢ in time and space linear
in the size of G. A recent development [1] lowers the complexity to O(\/#G) operations and yields an
actual speedup when #G is large enough.

When K is a finite field F, for some prime power q = p", the group E(IF;) consists entirely of torsion
points. On the other hand, End(E), the ring of isogenies ¢: E — E with addition and composition, is
always a ring of characteristic zero. This is due to the injection Z — End(E) given by mapping an integer n
to the multiplication-by-n map,

[n]: E—E
PP+ ip
Proposition 2.4 ([13, Cor. 6.4]). Let E be an elliptic curve and let n be a nonzero integer.
(i) deg[n] = n?.
(i) If char K =0 or char K = p > 0 with pt n, then

E[n] := ker[n] = (Z/nZ)?.

(iii) If char K = p > 0, then either E[p"] = {0} or E[p"| = Z/p"Z for all r > 1.
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Random walks on supersingular isogeny graphs

Therefore [p] € End(E/p,) is the first example of an inseparable isogeny, while for p { n, [n] is the
unique separable isogeny with kernel E[n] given by Theorem 2.3. If G C E is a finite cyclic subgroup of
order n, and ¢: E — E' = E/G is its quotient isogeny, then the isogeny 1: E' — E'/¢(E[n]) satisfies that
1 o ¢ has kernel E[n], so E'/¢(E[n]) = E and v o ¢ = [n]. This motivates the following definition-result.

Proposition 2.5 ([13, Thm. 6.1]). Let ¢: E; — E, be an isogeny. Then there exists an isogeny ¢: Ey — Ey
called the dual isogeny, such that

$pod=dog¢=I[degd].

Example 2.6. Given a curve Ejp, : y? = x3 + Ax + B, there is a curve E/(]‘;c)’ y? = x3 4+ APx + BP. The

curve E and its p-power E(P) are related by the Frobenius isogeny m: (x,y) — (xP, yP). This is a purely
inseparable isogeny, so its kernel is trivial. In fact, all inseparable isogenies factor as a power of m composed
with a separable isogeny. We have deg m = p, so that 7 o 7™ = [p].

It is important to establish the group of automorphisms of E, namely, the group of isogenies of degree 1.
This is always a finite group, which we denote by Aut(E).

Proposition 2.7 ([13, §l11.10]). Let E be an elliptic curve defined over K, with either char K = 0 or
charK =p > 5.

(i) If jJ(E) =0, then Aut(E) = Z/6Z.
(i) If j(E) = 1728, then Aut(E) = Z/4Z.
(i) Otherwise, Aut(E) = ([-1]) = Z/2Z.
Let B be a finite-dimensional algebra over (. We say a subring of B is an order if its rank as a Z-module

is finite and equal to the dimension of B. In a quadratic field Q(v/D) there is a unique maximal order.
Meanwhile, in a quaternion algebra

B=Q+iQ+jQ+iQ, ij2eQ”, i=—ji,

there are multiple maximal orders. The endomorphism ring of an elliptic curve defined over a finite field
can be classified as follows [13, Thm. V.3.1].

Theorem 2.8. Let Ejp, be an elliptic curve. The endomorphism ring of E is either
(i) An order in an imaginary quadratic field, or
(ii) An order in the unique definite quaternion algebra over Q ramified at p and cc.

We call (i) the ordinary case, while (ii) is called the supersingular case. The supersingular case can be
characterized in several ways [13, Thm. V.3.1].
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Theorem 2.9. Let Ejp, be an elliptic curve. For each integerr > 1, let m,: E — EP) #,: ECP) - E be
the p"-power Frobenius and its dual. The following are equivalent:

(i) E[p"] =0 for one (all) r > 1.

(ii) @, is purely inseparable for one (all) r > 1.
(iii) The map [p]: E — E is purely inseparable and j(E) € ..
(iv) End(E) is an order in a quaternion algebra.

The third condition implies that there is a finite number of isomorphism classes of supersingular elliptic
curves. It is possible to give the actual number of classes [13, §V.5].

Theorem 2.10. There are [%] + ¢p isomorphism classes of supersingular elliptic curves over F p, Where
€p =0,1,1 or 2 depending on whether p =1,5,7 or 11 mod 12.

Lemma 2.11 ([13, Exs. V.4.4, V.4.5]).
(i) The curve Ejp, : y? = x3 4 x (which has j(E) = 1728) is supersingular if and only if p = 3 mod 4.

(i) The curve Ejp, : y? = x3 41 (which has j(E) = 0) is supersingular if and only if p = 2 mod 3.

2.1 The Deuring correspondence

Let E be a supersingular elliptic curve defined over a finite field Fy. Let O = End(E) and B = O ®
Q = End%(E). We fix a "base” curve Ey with its corresponding endomorphism ring Op. The Deuring
correspondence is the following functorial equivalence:

Supersingular elliptic curves Invertible left Og-modules, with
over g with isogenies nonzero left Og-module homomorphisms |

We follow [15, Ch. 12]. Given a nonzero left ideal / C O, we want to assign it a curve E; and an
isogeny ¢;: E — E;. If | contains a separable isogeny a: E — E, then we can define E[I] = {P € E |
P € ker 3 V3 € I}, and assign the isogeny ¢;: E — E; = E/E][l]. If all isogenies in | are separable, we
can write | = P"I’, where P = () is the ideal generated by the p-Frobenius, and I’ contains a separable
isogeny. We then have the isogeny ¢;: E — E(P) — E;, where E; = E(P) JEPI[/"].

The correspondence also works in the opposite way: given an isogeny ¢: E — E’, there exists a left
ideal / of O and an isomorphism p: E; — E’ such that ¢ = pg;.

If we let | be a left ideal for Oy = End(Ep), and consider Hom(E;, Eg) (which is a left End(Ep)-ideal),

then the morphism Hom(E;, Eg) — | given by ¥ +— ¢, is an isomorphism of left Op-ideals. The full
correspondence is summarized by the following result [15, Th. 42.3.2].

Theorem 2.12. The association E — Hom(E, Ey) is functorial and defines an equivalence between the cat-
egory of supersingular elliptic curves over IF, with isogenies, and the category of invertible left Og-modules
with left Og-module homomorphisms.

Further details on quaternion ideals in relation to isogenies can be found in Voight's book and in the
articles by Kohel [8, 9].
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3. Isogeny graphs

Definition 3.1. Let p > 5 and / be two different primes. The supersingular ¢-isogeny graph, denoted I'(¢; p),
is the directed multigraph defined as follows:

e The vertices are isomorphism classes of supersingular elliptic curves defined over F,,. If E is such a
curve, [E] denotes its corresponding vertex.

e The edges [E1] — [Ez] are given by (separable) isogenies E; — Ep of degree £. These are identified
in the following way: fixing the curve Ej, two isogenies ¢: E1 — E, 1. E; — E3 are equivalent if
ker ¢ = kerv (and so E; = E3).

We consider all our isogenies to be defined over I_Fp. The degree of the vertices of this graph is given
by the following fact about finite abelian groups.

Lemma 3.2. Let ¢ be a prime. The group 7./0Z x Z./VZ has { + 1 cyclic subgroups of order (. O

The definition says I'(¢; p) is a directed graph, and by the lemma, it has regular out-degree equal to /+1.
However, Proposition 2.7 and Lemma 2.11 tell us that all vertices in '(¢; p) have the same automorphism
group whenever p = 1 mod 12. This is the only phenomenon that can make the graph non-undirected.
Indeed, if we take two elliptic curves E; and Ep, and we let w(Eg, Ez) and w(Ez, E1) be the number of
l-isogenies from Ej to E; and viceversa, we have

#Aut(E)  w(E, )

#Aut(E)  w(E ) (1)

Hence I'(¢; p) is an (¢ + 1)-regular undirected graph if and only if p =1 mod 12.

To go deeper into the combinatorial structure of isogeny graphs we need to study random walks. Let
G = (V, E) be a directed graph, with a finite set of vertices V' and a finite collection of directed edges E.
We allow for loops and multiple edges, that is, given two (possibly equal) vertices u and v, there can be
two different edges e, e € E from u to v. We assume that for each edge u — v there is at least one
edge v — u, and such that we can reach the whole graph from any single vertex (in particular, G is strongly
connected). Given a vertex u € V, we define deg u to be the number of edges coming out of u. If v is
another vertex, we let w(u, v) be the number of edges from u to v.

Definition 3.3. Given any up € V, a random walk on G is a sequence of vertices ug, v, ..., Up, ..., such

that
P(ujy1=v|u=u)= w(u, v)

degu

This means that, at each step in the walk, we choose our next step to be a vertex neighboring our
current position in the graph. Since the state at any given time determines the probabilities for the next
state, this is an example of a discrete-time Markov chain.

We want to give a probability distribution ¢ on V that is “stationary” with respect to the random
walk. This will mean that, if we sample a vertex up according to ¢ and we take a random walk starting
at ug, we will obtain at each step a vertex that will also be sampled according to ¢. Moreover, we will have
convergence to ¢ independently of our starting distribution. We first need an additional hypothesis on G.
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Definition 3.4. Let u € V be any vertex. The period of u is the greatest common divisor of the lengths
of all paths on G starting and ending at u. The period of G is the greatest common divisor of the periods
of all vertices. We say G is aperiodic if its period is equal to 1.

Let us assume that G is aperiodic, undirected, and regular of degree d. If we let M be the adjacency
matrix of M, then each column of M sums to d. More importantly, if we let W = %I\/l, and we let
¥ € RIVI be a vector with positive entries adding to 1, then the multiplication W4 yields another vector
with positive entries adding to 1. The matrix W representing the random walk is called a stochastic matrix.
This procedure is equivalent to performing a step in the random walk of G after sampling a vertex according
with the distribution on V given by 1.

This motivates the result that follows, whose proof is found in [7, Sec. 3]. The matrix W is symmetric,
so its eigenvalues are real and can be ordered as

1= >X > >y >—1.
We let A, = max{|Az2|, |Anl}

Proposition 3.5. Let G = (V, E) be a connected, aperiodic undirected graph (possibly with loops and
multiple edges). Let uy € V, and let ug, v, ..., up, ... be a random walk as defined above. Then, for all
positive integers n and all vertices v € V we have

1
P(un:V)_m S)\Z

In particular, ¢(u) = 1/|V/| is the stationary distribution of the random walk on G.

We now consider a family {G,}, of d-regular graphs with growing number of vertices. A theorem of
Alon and Boppana ([7, Th. 2.7]) says that

2v/d -1

I|mn|nf)\*(Gn) > 7

Definition 3.6. A graph G is said to be Ramanujan if A\,(G) <2v/d —1/d.

When G is not a regular graph, a similar result can be proven, with stationary distribution given by
¢(u) = deg u/(2|V|). Directed graphs require a more careful treatment (even with our strong connectivity
hypothesis), as they are very close to general Markov chains. Luckily, the isogeny graphs I'(¢; p) satisfy the
nice symmetry property of equation (1). This allows us to give the next result, which generalizes well to
abelian varieties (see [5] for further details).

Theorem 3.7. Consider the graph T (¢; p), a s~tarting g//iptic curve Eq, and a random walk Ey, Eq, ..., E,, ...
The stationary distribution is given by ¢ = ¢/(3" g ¢(E)), where ¢(E) = 1/# Aut(E). Given a positive
integer n and any supersingular elliptic curve E,

. . | #Aut(E)
|P(E, = E) — ¢(E)| < A*ﬁ#Tt(Eo)'

In the particular case that p = 1 mod 12 we recover Proposition 3.5.
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Proof. The stationary distribution equals ¢ because of the equation (1). For the convergence statement,
see [10, Th. 12.3] or [5, Th. 1]. O

An interesting related result is [6, Th. 1], which states the convergence to the same distribution for the
graph ['({¢1, ..., 4, }; p) of isogenies of several degrees.

We remark that we still have not shown that I'(¢; p) is a connected graph. The theory of random walks
still works, which is why we have omitted this consideration: one can simply apply the results to each
connected component of the graph. However, one can indeed show that '(¢; p) is connected. This will be
an immediate consequence of the Ramanujan property: if A.(F(¢; p)) is bounded by 2v/¢/(¢ + 1), then the
random walk matrix has a unique eigenvalue equal to 1. A standard fact in algebraic graph theory then
says that I'(¢; p) has to be connected. Likewise, the aperiodic property of the graphs also follows from the
Ramanujan property: another bit of algebraic graph theory says that a graph is non-bipartite if and only if
M(T(¢; p)) < 1. For a strongly connected graph, being aperiodic is equivalent to being non-bipartite.

4. Modular forms and the Ramanujan—Petersson
conjecture

Let N be a positive integer. We consider the group of integer matrices

a-{(: )

In words, [o(N) consists of integer matrices with determinant 1 whose reduction modulo N is upper
triangular. It is a finite index subgroup of SLy(Z), the group of 2-by-2 integer matrices with determinant 1.
These matrices act on the complex upper-half plane H = {r € C | Im(7) > 0} by means of the Mobius

transformation,
. a b ar+ b
T ST = :
c d ct+d

Definition 4.1. Let f: H — C be a holomorphic function, and let N and k be positive integers. We say
f is a modular form of weight k and level N if

a,b,c,dEZ,N|c,ad—bc:1}.

(i) For all matrices v = (i Z) € [o(N), f(y7) = (e + d)¥f(7), and

(ii) For all matrices y € SL»(Z), the transformed function f(y7)(c7+d)~ is bounded when Im(7) — 0.
We denote by My(Io(/N)) the C-vector space of modular forms of weight k with respect to [o(N).

Modular forms can seem somewhat complicated after giving this definition. However, a prominent
feature of the theory is that we can work with them using Fourier expansions. For all levels N > 1, the

matrix T = is in Mo(N), the symmetry of £ € My(I'o(N)) implies f(7+ 1) = f(7) for all z € H.

11
01
From the fact that f is holomorphic and bounded at infinity, we have a Fourier expansion of the form

f(r) = Z an(f)e?™ .

n>0

30
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By letting g = e
of f(y7)(cT + d)~F starts with ag = 0 for all v € SLo(Z), we say f is a cusp form. The subspace of cusp
forms is denoted by Sx(Io(N)). Both My (To(N)) and Sk(To(N)) have finite dimension; see [4, Thms. 3.5.1
and 3.6.1].

We need a few facts about the case of level 1. When the weight k is odd, since the matrix — Idy is
in SL2(Z) we have f(7) = (—=1)*f(7) for all 7 € H, so there are no nonzero modular forms of odd weight.
When k > 4 is even, an example of level 1 form is given by the Eisenstein series

1
Gi(T) = Z (mr+ n)F

(m,n)€Z*\{(0,0)}

, We can rewrite this as the g-expansion f(q) = >~ an(f)q". If the Fourier expansion

which is seen to converge uniformly on compact sets. Showing the invariance under SL,(Z) is then a simple
exercise, done by reordering of the series. This can however not be done in weight 2. In fact, we have
Ms(To(1)) = {0}. A proof can be found in [3, Thm. 5.3].

From now on we restrict to the case of weight k=2. To help study the structure of the spaces Ma(I'o(N)),
one defines a series of linear operators T;: Ma(Fo(N)) — Ma(lo(N)) for each prime ¢, called the Hecke
operators. These operators preserve the subspace of cusp forms. They commute pairwise, and for all £{ N,
they are self-adjoint with respect to a certain inner product — called the Petersson scalar product — which
is defined as follows: given two cusp forms f and g of level 2,

(Fg) = /H oy fOECI

By the spectral theorem, the space Sy(Io(/V)) has a basis of simultaneous eigenvectors (called eigenforms)
for all Hecke operators T, with £ { N. The effect of each T, on the g-expansion of f(q) =, a,q" is given
by the formulas
n/t ln
panq"t+1LY anq™", if Ly N,
T() = { 9" F Lo anal T @
2o ang"", if ] N.

From equation (2), if f(q) = >_,~1 an(f)q" is a simultaneous Hecke eigenform such that a;(f) = 1 (this
is called a normalized eigenform), then we have T,(f) = a,(f)f, so that the Fourier coefficient a,(f) is the
eigenvalue of f at £.

At this point, one usually defines a subspace of S,(I'o(/NV)) consisting of all forms coming from levels M
dividing N: the space of old forms S$'4(Io(N)). The space of new forms SJ€" is then defined as the
orthogonal of S9'4 with respect to (-,-). Since we are only interested in weight 2 and prime level p, and

new

there are no forms of weight 2 and level 1, we have S>(Io(p)) = S5¥(lo(p)). It can be seen that this
space has a basis of simultaneous eigenforms for all Hecke operators.

What we shall do below is to relate the space of cusp forms of level p, together with its structure as a
Hecke module, with the adjacency matrices of the graphs {I'(¢; p)}s. To that effect, we need the following
bound on the Hecke eigenvalues.

Theorem 4.2 (Ramanujan—Petersson conjecture, proven by Deligne). Let f € S3€¥(I'o(N)) be a normalized
Hecke eigenform with Fourier expansion

F(a) =3 an(F)a"
n>0

Then for any prime £ we have the inequality |a,(f)| < 2V/Z.
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5. Isogeny graphs are Ramanujan

Let p be a prime. We define a formal group M, = @ Z[E], where E ranges over the set of isomorphism
classes of supersingular elliptic curves over F,. We let ag = # Aut(E)/2. The space M, has a scalar
product defined by (E, E) = ag, (E,E’) =0 for E % E’, and extended linearly.

We give M, a structure of Hecke module as follows. For each prime ¢ # p, we define the fth Hecke
operator by

TIE1 =) [E/Cl,
@)

where C; runs over all order-¢ cyclic subgroups of E, and E/Cy is the image of the unique separable isogeny
with kernel C;. These operators commute for £1, > # p. Other operators which we do not need can be
defined [11]. The connection of M, with our isogeny graphs is clear: the adjacency matrix of I'(¢; p) is the
matrix of the operator Ty in the basis {[E]}£ of M.

We let Eis = - -E[E] € Mp © Q and let

/\/l,g = {ZXE[E] ‘ ZXE = 0}

be the subspace orthogonal to Eis. We have Ty Eis = (¢ + 1) Eis for all primes ¢.

Theorem 5.1. There is an isomorphism of Hecke modules
Mg ® C = S5(To(p)).

Sketch of proof. The isomorphism is constructed in two steps. The first one involves the Deuring corre-
spondence. After fixing a base curve Eg, the functor E — Hom(E, Eg) takes a supersingular elliptic curve
over Fj, to a left End(Ep)-ideal. One then builds an analog module of left ideals for the order End(E),
N =&, Z-[I]. This module has an inner product (-, -) and an action of Hecke operators

To([1]) = >
b 1—J
J/9(N=(Z/0Z)?

Now there is a Hecke-bilinear pairing ©: N x N — My([o(N)). To define it, we first define a collection
of operators A, on M, in terms of the operators T, and such that Ay = T, for all primes £. Then © is
defined by

O(IN. 1) =1+2 (Au(l/]). [D))4"
n=1
and extended bilinearly to N x N. This pairing takes N x N° and N° x N to the space of cusp forms. For

all £ # p one has
T(O([. 1)) = ©(Tu([/). [4]) = ©(U/]. T«(1J])

and then the proof is concluded by showing that ©(—, v): N — M,(['o(p)) is an isomorphism of Hecke
modules for an appropriate v € N (see [8, Cor. 4]). O

Corollary 5.2. The second largest eigenvalue of the graph I'(¢; p) is bounded by 2V/0. In particular, for
p = 1 mod 12 the supersingular isogeny graph T'(¢; p) is an (¢ 4+ 1)-regular Ramanujan graph.
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Proof. The matrix of the Hecke operator T, on M, is the adjacency matrix of ['(¢; p). It has largest
eigenvalue \; = ¢ + 1 corresponding to the constant vector 1. The remaining eigenvalues satisfy the
Ramanujan—Petersson bound for normalized eigenforms in S»(I'o(/V)), so that the second largest eigenvalue
of the random walk matrix satisfies A, < 2v/¢/(£+1). This is the definition of Ramanujan graph whenever

the graph is regular and undirected, which is the case whenever p = 1 mod 12. O

Together with Theorem 3.7, this gives a bound on the diameter of ['(¢; p) which is logarithmic in p.
This has the following arithmetic formulation.

Theorem 5.3. Let E; and E, be two supersingular elliptic curves over IF‘,,. For any prime ¢ # p, there
exists a separable isogeny ¢: E; — E» of degree ¢Ollogp) H

6. Hash functions from isogeny graphs

We fix a prime number £. Consider the set {0,1,...,¢—1}* = |,-,{0,1,...,£—1}" of strings of arbitrary
length, representing information codified in base £. For example, the case £ = 2 corresponds to arbitrary-
length binary strings. Given a finite set S, a hash function consists of a map h:{0,...,¢/ —1}* — S.

A cryptographic hash function usually requires additional properties, for instance, it asks that the image
of his “uniformly distributed” in some sense. Using Theorem 3.7 and the fact that ['(¢; p) is a Ramanujan
graph, we shall build a hash function with the property that for a fixed m large enough, the image of
h:{0,1,...,¢ — 1} — S is uniformly distributed.

We follow the construction of Charles, Lauter and Goren [2]. The set S shall consist of the isomorphism
classes of supersingular elliptic curves. For the setup, we pick two such elliptic curves E_1, Eg which are
connected by an isogeny of degree ¢, ¢_1: E_1 — Ep. Then there are £ isogenies of degree £ from Eg which
are different from the dual qAS_l. We label them qﬁt()o), s qﬁff—l). Given a string

b=by- by 1€{0,1,.. 0—1}"

we define recursively a path in ['(¢; p) by taking a step in the graph according to b;. The path starts by
gbgbo): Eo — Ei. Recursively, after taking an isogeny E; 1 — E; we label the ¢ isogenies from E; different
from $;_1 as ¢§0), o qﬁ,(-g_l), and take a further step by using ¢§b’).

After m steps, we will arrive at a supersingular elliptic curve E,,. The hash of b can then be defined to be

this curve (in the set of supersingular elliptic curves, which achieves a uniform distribution after sufficiently
many steps). Usually, one takes the j-invariant of the curve, as it depends only on its isomorphism class.

The CLG hash function has two additional properties: collision resistance and preimage resistance.
These are due to the lack of short loops in ['(¢; p) for suitable p. Additional details can be found in [2].
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